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1. Insecure Logging

d the vulnerable code.

INI: void gcallSetGamepadStateClbk(bool) called:
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I ice-JNI: void gcallSetGamepadStateClbk(bool) called: state
D BstCommandProcessor mmandHandler: setGamepadStateClbk state false
I VMsSG : void *VmsgGuestClient::processRequest(void *, uint32_t):104 called for gcal
I BstGCallService-JNI: void gcallSetGamepadStateClbk(bool) called: state = ©
D BstCommandProcessor—CommandHandler: setGamepadStateClbk state false
91 rocessRequest(void *, uint32_t):104 called for gcal
2 I BstGCallServic void gecal tGame| StateClbk(bool) call state
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BstCommandProcessor—-CommandHandler: setGamepadStateClbk state = false
VMSG : void *VmsgGuestClient rocessRequest(void *, uint32_t):104 called for gecal
BstGCallService—JNI: void gcallSetGamepadStateClbk(bool) called: state = @
BstCommandProcessor-CommandHandle tGamepadStateClbk state false
VHS : : equest(void *, uint32_t):104 called for gcal
BstGCallService-JINI: i E ads Clbk(bool) called: state = @
ommandProcessor—-CommandHandler: Gamepa ateClbk stat false
ctivityManager: Killing 3715:com.android.vending:background/ufal2 (adj 906): empty #5
1839 2 D ActivityManage eanUpApplicationRecord 3715
:58:00. 1839 D ConnectivityService: ConnectivityService NetworkRequestInfo binderDied(NetworkRequest [
TRACK_DEFAULT id=16, [ Capabilities: INTERNET&NOT_RESTRICTE RUSTED&NOT_VPN] ], android.os.BinderPr: (© 6dfd)
61 :00.865 1839 1898 D Connectivity vi releasing NetworkRequest [ TRACK_DEFAULT id=16, [ Capabilities: IN
TERNET&NOT _RESTRICTED&TRUSTED&NOT_VPN] ]
£ 10-26 11:58:00.066 1839 1898 E ConnectivityService: RemoteException caught trying to send a callback msg for NetworkRe
: quest [ TRACK_DEFAULT id , [ Capabilities: INTERNET&NOT_RESTRICTED&TRUSTED&NOT_VPN] ]
~C
C:\Users\HP>adb -s 127.8.8.1:5555 logcat | grep "Error while processing transaction with credit card"
16-26 11:49:18.276 4325 U325 E diva-log: Error while processing transaction with credit card:
26 11:54:03.509 4325 4325 E diva-log: Error while pro ng transaction with credit card: 789456321
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2) HARDCODING ISSUE

@ File View Navigation Tools Plugins Help
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€, Hardcoda2Activity
g Files .
= Scripts package jakhar.aseem.diva;

Source code .
import android.os.Bundle;

android. support import android. support.v7.app.AppCompatiactivity;
jakhar, aseem. diva import android.view.View;
import android.widget.EditText;

& AccessControllActivity e e

& AccessControl2activity

&, AccessControl3Activity #* loaded from: classes.dex */

& AccessControlatotesActivity public class Hardcode2ictivity extends AppCompatActivity {
- AI’[(deFZAEt'-Vit‘/ private Divalni djni;

& APICredsActivity /* JADX INFO: Access modifiers changed from: protected */
& Buildconfig // android.support.v7.app.AppCompatactivity, android.support.ud.app.Fragme
- public void onCreate(Bundle savedInstanceState) |
&, Divaini super.onCreate ( savedInstancestate);
& Hardcode2activity setContentView(R.layout.activity_hardcode2);
& HardcodeActivity this.djni = new Divalni();
&, Inputvalidation2urIschemeActivity .
& Inputvalidation3Activity E public void access(View view) {
& InsecureDataStoragelActivity EditText hekey = (EditText) FindViewById(R.id. he2Key);
N . c Af (this.djni.access(hckey.getText().toString()) 1= @) {
& InsecureDatastorage2Activity Toast.makeText (this, "Access granted! See you on the other side :)", B).show(};
& InsecureDatasStorage3activity } elsa {
& InsecureDatastoragedactivity Toast.makeText (this, "Access denied! See you in hell :D", @).show();
&, LogActivity =
& Mainactivity )
&, NotesPravider
&R
& SQLInjectionActivity
Resources
lib
META-INF
res
w Androidmanifest.xml
classes.dex
FESOUrces.arsc
APK signature
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package jakhar.aseem.diva;

android.support
jakhar . aseem.diva

import android.
import android.
import android.
import android.

os.Bundle;
support.v7.app.ApplompatActivity;
view.View;

widget EditText;
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.app.AppCompatAct

11 public void onCreate(Bundle savedInstanceState) {
super.onCreate savedInstanceState) ;
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}
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3 if (hckey.getText().toString().equals
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2. Hardcoding Issues - Part 1

Objective: Find out what is hardcoded and where
Hint: Developers sometimes will hardcode sensitive information for ease

vendorsecretkey{

ACCESS

2. Hardcoding Issues - Part 1

Objective: Find out what is hardcoded and where
Hint: Developers sometimes will hardcode sensitive information for ease.
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Access granted! See you on the other side :)
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PS: Will submit the rest in the next checkpoint, as my final exams are going on, datesheet of which is
attached below as the proof. From 21 to 30" May.
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